RADICL
ROOTED IN SECURITY

Platform-Guided Assessments, Workflows & Audit Assurance

THE BASICS OF CMMC

PURPOSE: The primary purpose

of CMMC is to protect Controlled
Unclassified Information (CUI) and Federal
Contract Information (FCI) by enforcing
cybersecurity practices across the defense
supply chain.

LEVELS OF MATURITY: CMMC defines
multiple levels of cybersecurity maturity,
ranging from basic to advanced. Levels
correspond to specific security practices
and processes. Organizations must achieve
the required level based on their contract
requirements and role in the supply chain.

ASSESSMENTS & CERTIFICATIONS:
Organizations must currently self-assess
their CMMC readiness. Once CMMC is fully
implemented, organization must undergo a
CMMC assessment conducted by a CMMC
Third-Party Assessment Organization
depending on contractual requirements.

DOMAINS & PRACTICES: CMMC Level 1
covers 6 domains and 15 requirements.
CMMC Level 2 covers 14 domains and
110 requirements that mandate more
sophisticated cyber security defenses
including vulnerability management,
incident response, security awareness
training and more.

CONTINUOUS IMPROVEMENT: CMMC
emphasizes continuous improvement and
ongoing monitoring. Organizations must
maintain their cybersecurity practices to
retain their certification.

The Cybersecurity Maturity Model Certification framework
was designed to enhance the cybersecurity posture of
organizations that work with the US Department of Defense
(DoD). CMMC was established to safeguard sensitive
information and ensure that contractors and subcontractors
in the Defense Industrial Base (DIB) adhere to specific
security standards. Adhering to CMMC'’s requirements can
be daunting, especially for small-to-medium businesses
(SMBs) trying to navigate CMMC framework complexities
while consistently delivering innovations and operations
that serve our nation’s defense. RADICL can help.

RADICL, a CMMC Registered Provider Organization (RPO),
was founded to better protect SMBs in the DIB through
enterprise-grade cyberthreat protection and guided
CMMC compliance adherence. Protecting the SMBs that
serve our nation is RADICL's mission. Vital to an improved
security posture is ensuring IT security fundamentals are
well in place. CMMC provides a roadmap and framework
that when well implemented, significantly improves an
organization’s cyberthreat resiliency.

RADICL removes the burden of managing the complex and
confusing CMMC compliance process. Our Xtended Threat
Protection (XTP) Platform and XTP:COMPLY module will
guide your organization to success. RADICL XTP provides
advanced threat protection and directly meets up to 26
CMMC Level 2 requirement, while ensuring motivated threat
actors are deterred, detected, and stopped.

Our goal is simply, keep you truly secure, while ensuring
your CMMC compliance mandates are well met, with
minimal business interruption and cost, so that you can
focus on serving your mission and customers.

RADICL HELPS SIMPLIFY, ACCELERATE, AND REDUCE THE COST OF CMMC COMPLIANCE ’R

Visit RADICL.com to learn more about the RADICL XTP Platform and XTP:COMPLY.



TRANSFORMING UNCERTAINTY INTO CLEAR DIRECTION
Here's what RADICL's guided approach to CMMC compliance adherence looks like:

1T COMPLIANCE SCOPE ASSESSMENT

B The first thing we will do is meet with your team
to understand and validate your compliance
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“YBER requirements and scope. We will strategize what

can be done to reduce your in-scope infrastructure
REGISTERED PRACTITIONER / operations to minimize your compliance costs.
ORGANIZATION

RPO 2 XTP:COMPLY RADbot AUTO-ASSESSMENT

Once deployed, our automated Al-bot — RADbot
will conduct an initial assessment based on
your requirements and XTP modules you have
purchased. For CMMC Level 2, 26 requirements
will be assessed as met once all XTP modules are
enabled and operating, getting your compliance
off to a fast start.

3 XTP:COMPLY GUIDED SELF-ASSESSMENT

XTP:COMPLY initiates and guides a logical XTP:COMPLY Remediation Pane
self-assessment process. Each week, new
assessment objectives will be rolled out to your
team, with expert guidance on how to determine

whether you are compliant, or if gaps exist. Notes
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Remediations will contain expert guidance on =
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is well maintained. When audit time comes, all e to e e
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WHY TRUST RADICL FOR YOUR CMMC COMPLIANCE JOURNEY?

e ADVANCED THREAT PROTECTION:
RADICL is an advanced cyberthreat protection company. We will ensure you are compliant AND
keep you safe from motivated threats that seek to steal your data, disrupt your operations, or extort
your money.

e OUT-OF-THE-BOX COMPLIANCE:
RADICL's advanced threat protection capabilities directly meet and support many compliance
requirements. RADICL provides out-of-the-box support for up to 26 CMMC Level 2 requirements.

e MANAGABLE SPEED:
RADICL will offload and accelerate your CMMC journey. XTP:COMPLY drives a well-managed and
reasonable pace to achieve CMMC Level 1 readiness in 90 days, Level 2 in 180.

e COST EFFECTIVE:
With RADICL XTP you receive advanced threat protection and guided compliance at a reasonable
price point. Don’t pay more for less.

e SECURE EVIDENCE CAPTURE
Evidence from assessments and remediations is securely captured and stored in the XTP Platform.
Evidence is centralized, safe, and easily accessible for you and your auditors.

e EXECUTIVE TRANSPARENCY:
Your CEO and senior leadership will have direct and easy visibility into your compliance
posture, ensuring they are in the know, and can easily lend a helping hand when needed.

e AUTOMATIC AND TRUSTWORTHY SPRS SCORE:
Your NIST SP 800-171 SPRS score will be automatically calculated and updated as you
improve your compliance posture. Submit your score with confidence and ease.
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